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An increasing number of crimes in society make people want to take advantage 
of technological developments to improve their safety and comfort. This paper 
research the possibilities to make house secure and comfort by using internet 
of things (IoT) to control and monitor also well known as smart house. This 
paper using NodeMCU ESP-12E for the IoT controller and smartphone for 
user to control and monitor house environment. The results shows that the 
system designs for smart home are promising. The sensors response time for 
average response time is 2.52 seconds for solenoid door lock, the average 
responses time for motion detection testing is 2.30 seconds, the average 
response time for first lamp is 3.71 seconds and 4.37 seconds for second lamp, 
the average response time is 1.74 seconds for LPG gas leakage, the average 
response time is 2.59 seconds for front terrace and 2.17 seconds for back 
terrace. 
 
Keywords: smart home, multiboard client-server, IoT. 
 
I.  INTRODUCTION 
owadays, criminalities in communities are 
increasing. However, security and comfort are 
needed for human being mainly in their house. 
According to BPS statistics there is 352.936 criminal 
cases during 2015 and increasing in to 357.197 cases in 
2016 [1].  
Smart home is become well known word for secure, 
comfort and energy efficient in house. A lot of research 
has been conducted using latest technology. This paper 
research the possibilities to made home secure and 
comfort by using internet of things (IoT) to control and 
monitor also well known as smart house. The 
NodeMCU ESP-12E based Internet of Things (IoT) is 
used as the smart home controller. The focus of this 
research is how to develop client server communication 
for multiboard NodeMCU ESP-12E to extend the 
monitoring and controlling possibilities. 
 
II.  LITERATURE REVIEW 
The works by [2] develop monitoring system using 
BCM 2835. The system using internet-based website 
for monitoring system and send notification to users by 
short message service (SMS). The result shows that the 
monitoring system can be used to monitor the state of 
internet connection and send notification to networks 
administrator during failures. 
The works by [3] develop smart home system using 
Raspberry Pi 3 on mobile GSM internet. This research 
focus on how to control and monitor smart house using 
mobile devices since the mobile device users are rapidly 
increased. 
The works by [4] develop smart home system using 
FLIP smart home shield microcontroller. This research 
develops monitoring and control of household 
equipment through data transfer and communication 
using Wi-Fi. The results therefore can be monitored by 
MQTT websites. 
IoT is a concept of communications between things 
or objects in a small scale. The objects may be a 
embedded devices or a sensor to sensing and collecting 
data from environments. Thus, the IoT technologies can 
be used for smart home implementations. 
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III.  METHODS 
This research focuses on home security, comforts, 
and energy efficiency. The testbed consists of 5 
NodeMCU ESP-12E, 1 for server and 4 for clients. The 
first client is used to monitor and control the home door. 
The second client is used to monitor and control the 
state of lamp in the living room. The third client is used 
to monitor and control the gas, blower is activated when 
the controller detects the gas level threshold. The fourth 
client is used to monitor and control the state of lamp in 
the home terrace. The positions of each controller are 
depicted in Fig 1. 
 
Fig. 1. Controller positions 
 
Therefore, All NodeMCU ESP-12E clients send its 
collected data to the serer board. NodeMCU ESP-12E 
that positioned as the server board is should connected 
to network using Wi-Fi. The application based on 
android in a smartphone then is used to monitor and 
control the smart home. The data flow and 
communication of each devices is depicted in Fig 2.  
 
Fig. 2. Data communication models 
 This tested is used several types of sensors and 
components as follows: 
1. Passive Infra-Red (PIR) HC-SR501 is a motion 
detection sensor [5].   
2. LPG (Liquefied Petroleum Gas) MQ-6 is a sensor to 
sensing the level of LPG, CH4, and Propane gas [6]. 
3. Door magnetic sensor MC-38 is used to sensing the 
door state [7]. 
4. Solenoid Door Lock to control open and close the 
door. 
5. PCF8574 (I²C GPIO Expander) is used for 
microcontroller I/O Expander using I²C with SDA 
and SCL line [8]. 
6. LCD OLED 0.91” I2C is a high-resolution display 
panel [9]. 
IV.  RESULTS AND DISCUSSION 
A.  Mobile based monitor and control system 
The results of this research are a system of smart 
home consists of several microcontroller boards in 
client server configuration that connected with sensors 
and relays. Each client board sends the data status to the 
server board. Monitoring and controlling the smart 
home devices are using mobile application that 
developed under android by connected to the Wi-Fi. 
Figure 3 and 4 depicted the monitor and control 
application. 
Fig 3 shows the status of terrace, its monitor the 
status of terrace lamp, door lock, motion, and alarm 
status. The monitor the lamp status in the living room 
and back home terrace. The status of gas leakage in the 
kitchen is also monitored by system and triggered alarm 
if the gas leakage is above the threshold. The mobile 
application also provide menu to control the lamp in 
each room. Figure 4 shows the management menu to 
change the access password to mobile application. It is 
also providing door lock control system to control the 














Fig. 3. Mobile app monitor and control system 
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Fig. 4. Management access menu 
B.  Mobile based monitor and control system 
This testing is done to prove the system is working 
as expected. The testing is done 10 times and also 
measures the time response. Time response is amount 
of time that needed to system to response the command 
initiated by mobile application. 
 
C. Client 1 microcontroller board 
1) Solenoid door lock 
Client 1 microcontroller board is used to control the 
solenoid door lock sensor MC-38. The testing is done 
by give the initial state of the door lock is opened or 
closed. The, tester then control the door by using mobile 
application and the time response is noted. Table 1 
shows the testing results, it shows that average response 
time is 2.52 seconds. The door lock final condition after 
testing also shows the same condition as the expected 
results conditions. Therefore, the client microcontroller 
is passed the testing. 










1 Closed Opened Opened 2.24 
2 Closed Opened Opened 3.55 
3 Closed Opened Opened 2.88 
4 Closed Opened Opened 2.65 
5 Closed Opened Opened 1.65 
6 Opened Closed Closed 1.78 
7 Opened Closed Closed 2.91 
8 Opened Closed Closed 3.28 
9 Opened Closed Closed 2.69 
10 Opened Closed Closed 1.58 
2) Motion detection sensors 
Motion detection sensors are using HC-SR501. 
Testing is done with initial condition without motion 
object, then introduce the motion/moving object in 
motion sensing area. Feedback from motion sensors 
until user get the notification in mobile applications is 
noted as the responses time. Table 2 shows the average 
responses time for motion detection testing is 2.30 
seconds.  
Table 2. Motion Detection Hc-Sr501 Response Time 












D. Client 2 microcontroller board 
1) Lamp controller 
Client 2 is used to monitor and control lamp status 
in living room. There are 2 main lamps that located 
inside the home living room. The testing is done 10 
times with several condition, expected results and final 
results and response time is noted. The response time is 
amount of time that needed to system to response the 
command initiated by mobile application. Table 3 and 
Table 4 show the average response time for first lamp 
is 3.71 seconds and 4.37 seconds for second lamp. The 
living room lamp final condition after testing also 
shows the same condition as the expected results 
conditions.  









1 Closed Opened Opened 3.44 
2 Closed Opened Opened 2.62 
3 Closed Opened Opened 2.87 
4 Closed Opened Opened 4.61 
5 Closed Opened Opened 3.10 
6 Opened Closed Closed 4.83 
7 Opened Closed Closed 3.26 
8 Opened Closed Closed 4.71 
9 Opened Closed Closed 4.99 
10 Opened Closed Closed 2.76 
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1 Closed Opened Opened 4.04 
2 Closed Opened Opened 5.77 
3 Closed Opened Opened 2.84 
4 Closed Opened Opened 4.54 
5 Closed Opened Opened 3.61 
6 Opened Closed Closed 5.25 
7 Opened Closed Closed 5.99 
8 Opened Closed Closed 4.76 
9 Opened Closed Closed 2.47 
10 Opened Closed Closed 4.46 
 
2) Client 3 microcontroller board (LPG gas leakage and 
blower controller) 
Client 3 is used to monitor the LPG gas leakage located 
in the kitchen. System will notify the user through the 
mobile application. The system will also control the 
blower if the gas leakage is above the threshold. The 
testing is done by give the sensors the LPG gas, the 
response time when the sensors detect the gas and time 
needed to notify user on mobile applications is noted. 
Table 5 shows the average response time is 1.74 
seconds.  
 
3) Client 4 microcontroller board (lamp controller) 
Client 4 is used to monitor and control lamp status in 
living room. There is 2 main lamp that located in the 
front and back home terrace. The testing is done 10 
times with several condition, expected results and final 
results and response time is noted. The response time is 
amount of time that needed to system to response the 
command initiated by mobile application. The average 
response time is 2.59 seconds for front terrace and 2.17 
seconds for back terrace. 
Table 5. Second Living Room Lamp Controller Testing 
No Number of test- Response time (s) 
1 1 1.38 
2 2 1.25 
3 3 1.26 
4 4 1.38 
5 5 1.06 
6 6 2.89 
7 7 1.58 
8 8 1.19 
9 9 2.50 
10 10 2.88 
 









1 Closed Opened Opened 2.62 
2 Closed Opened Opened 2.06 
3 Closed Opened Opened 2.66 
4 Closed Opened Opened 2.10 
5 Closed Opened Opened 2.45 
6 Opened Closed Closed 2.47 
7 Opened Closed Closed 2.02 
8 Opened Closed Closed 2.02 
9 Opened Closed Closed 3.68 
10 Opened Closed Closed 3.88 
 









1 Closed Opened Opened 2.60 
2 Closed Opened Opened 2.67 
3 Closed Opened Opened 3.80 
4 Closed Opened Opened 2.36 
5 Closed Opened Opened 2.46 
6 Opened Closed Closed 2.29 
7 Opened Closed Closed 2.08 
8 Opened Closed Closed 3.18 
9 Opened Closed Closed 3.67 
10 Opened Closed Closed 2.00 
 
V.  CONCLUSIONS 
From this research results we may conclude that 
smart home concept using IoT devices in multiboard 
client-server model is well implemented. The longest 
response time is generated at the second lamp controller 
on client 2 of the microcontroller board and the shortest 
time response is generated by the blower controller and 
LPG gas leakage on client 3 of the microcontroller 
board. Further works can be carried out using other 
micro-controllers that have better microprocessors to 
reduce response time. 
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